SPLITSKA
BANKA

SOCIETE GENERALE GROUP

User instructions for SmartOffice
application

October, 2011



SPLITSKA
BANKA

SOCIETE CENERALE CROUP

Table of content:

INTRODUCTION ...ttt ettt sttt ne ettt b bt e st et e b e e ne e 4
Functionality of SMartOFfICe .......coviiiiiii e 4
Required hardware and SOTEWAIE ...........ccoiiiiiiiiiiee e 4
SYSTEM AICNITECTUIE ... bbbt bbbt 4

Working With the Vasco TOKEN ........cccoiiiiiiiiiiiee e 5

Installation/Working With the SmartCard ............cccoeiiireneiiesisee e 6
Connecting the SmartCard reader t0 the PC ..o 6
Program SUpPOrt INSTAHATION ...........ociiiiiiiiiiiee e 7

Installation of drivers for the SmartCard.............coceveiiiiniiii e 7
Installation of the CryptoKit PrOgram ..........ccoiiiiiieiiieiese e 9
Installation of Plug-in for SMartOffiCe .........ccviiriiii s 11
Preparing the SMartCard ..o 12
Change of password to access the electronic SIgnature............cocoveieieieneneniseseeees 13
YT oL g0 o] (0 L] £ SRRSO 14

SMAITOTFICE LOGIN....itiiiiii bbbt bbb 15
Login With the TOKEN .......ccuiiiiicie ettt nne s 16
Login With the SMartCard ............cooeiiiiiiie et 16
FIFSTIOGIN <.ttt bbbt 18

Design Of the INTEITACE ........oviiiee e 19
Working with the Navigation MENU ............cocuiiiieiiieieec s 19
BASIC MENU TTEIMS ...ttt bbbttt 19
PAYIMENTS ...t 19
REPOITS .. s 19
AGMINISTIATION ...t bbbttt 20
IMIESSATES ...ttt et nn s 20
Sign uploaded Payment fIES ... 20
Standard INterface BIEMENTS ..o 20
ENEIY OIS ..ttt bbbt 21
AULNOTIZATION/SIGNING ...ttt bbbt 21

AGMINISTEATION ...ttt b bbbt 22

Maintaining databases for the Ordering Parties and Beneficiaries ............ccccocvvvviiinnnnnn. 22
Adding new records: Ordering PartiesS.........cooeeieierininiieseeee e 22
Adding new records: BeNeTICIANES .........cocviiiiiiiieeiee s 23

Maintaining the USEr Profile ... 24

BIOCKING 8N ACTIVE USEI ...ttt 24

Changing password (only users with SmartCard).............ccoovviiiiiniiiiiee, 25

PAYIMENTS ...ttt 25
Basic elements related to entering and checking of payment orders ...........ccocoovvvivnvenenn. 25

User instructions for SmartOffice application 2



SPLITSKA
BANKA

SOCIETE CENERALE CROUP

Description of payment Order tYPES .......oovoiiiieiieie et 27
KUNa MOAUIE — HRD ...t ettt nne s 27
Entering iNdiVIAUAL OFAEIS .......couiiiiiie e 27
ENering DALCR ..o s 29
ENtering Standing OFGEIS ........cviiiiieii e 31
ENtering teMPIateS........ooviieieeee s 31
UPI0AA ZAP I8 ... 32
UPI0Ad HRD Tl ... 33
FC MOTUIE — HRE ...t ettt nbe e nnes 34
Entering iINAIVIAUAl OFTEIS .........coviiiiiie e 34
Entering of individual payment order for buying/selling foreign currency - FX
LL: 10T Tox (o] ISR 37
Entering order group -DatCh .........c.ooiiiiiii s 43
TeMPIALE CrEALING ... ...veiveeie ettt et esaeeaesreesneeeeaneesres 45
(00T 0T Lo I o 1 1 OSSR 45
Tracking/Tracing for — payMEeNt OFAEIS .......ccveveiieieee e 46
Payment order aUtNOTIZALION ..........cccviiieiicc e 47
] 010 TP PTROPROP 47
STALEIMENT OVEIVIBW ...ttt bbbttt bbb en e neeneas 47
Preposted Items View (turnover during the current day and current account balances)...... 48
(O] o[- G 1= (1 PSP UR PP PRPRPRPRPRIN 49
TTANSACTIONS ...vvieetete ettt bttt b ettt b b e e st e st eseebebenbesbe st e e beeneeneeneas 49
(D011 [T Vo TSP RURPRPRR 50
YT T To TSP TPRPRRTRN 51

User instructions for SmartOffice application 3



SPLITSKA
BANKA

SOCIETE CENERALE CROUP

INTRODUCTION

Functionality of SmartOffice

SmartOffice is a service enabling legal persons to manage accounts and perform cashless
national and international payments through the Internet. It offers the following user services:

A Overview of account balances and transactions (HRK accounts and regular FC
accounts)

A Payment of domestic and international payment orders:
1. by creating single orders
2. by creating batch of orders

3. upload of payment file in FINA (ZAP) and HRD format in domestic
payment modul and HRF format in international payment modul

Issuing advance payment orders with recall option before execution date
Overview of the status of transactions made by SmartOffice Internet banking
Overview of daily archive account statements and current announcements
Option of creating payment templates

Option of saving data on payment participants

v v >y > >

Required hardware and software

A Processor Pentium class or stronger; RAM 128 MB or more; 10 MB hard disk space.
If you use the card reader, the free USB port is required.

A Supported operative systems: Windows 98, Windows ME, Windows NT 4.0 (SP6),
Windows 2000, Windows XP; Internet browser: Microsoft Internet Explorer (6.0 or
later version) or another compatible browser brand; Adobe Reader 6.0 or later version.

A Internet access

System achitecture

Data from the Bank’s server are saved in databases and presented on screen in XML/HTML
form (tables and forms), dynamically created and shown in the browser window when the
user activates the corresponding function. It is important to know that the system works with a
dynamically created and not with a static content, which is why one can go through the
application only with the help of menu functions and icons shown in the browser window.
Navigation functions of the Internet menu, such as the [Back] key, cannot be used. The
[Back] function will only return to the HTML structure — lists, tables, forms — without
associated basic functions, which is why the correct operation of the module cannot be
guaranteed.

Note: For safety reasons, the actigerver is automatically disconnected if the user does not
use the application for more than 15 minutes. After disconnection, the user must repeatedly
login to the Internet banking system to continue working.
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Working with the Vasco TOKEN

First switch on

A to switch on, presst ;

A After the token switches on, message ,,- - - - P'N,,

will appear on the screen.

A Enter the 4 digits (recommendation is to avoid
combination of digits in sequence or repeated).

A You must memorize the entered PIN, because you
can activate your token only with this PIN;

A After you enter the right PIN, message ,,APPLI -,
appears on the screen;

A If you have pressed the wrong number while
entering the PIN, presst to delete it.

Login OTP (One-Time Password)

A after you switch on the token, message ,,APPLI -, is displayed
A press button -
A your OTP (One-Time Password) is displayed on the screen

Signing orders
A after you switch on the token, message ,,APPLI -,, appears on the screen

A press button -

A the field ,, TOKEN Query “ in the SmartOffice Internet banking screen will show the
number you have to enter into your token

A The screen displays a number — your response to the TOKEN query. You must enter
this number in the field ,,Signature on the SmartOffice Internet Banking screen and
click s |

Switch off

A the token will switch off automatically 30 secondsafter you last pressed a button;
A If you want to switch off your token, presst short.

Change of PIN

A presst ;
A The screen will display message ,,- - -- ' ,,. After you enter the correct PIN, the
screen will display the ,,APPLI -, message;

PIN

User instructions for SmartOffice application
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A press and hold the button t for 3 seconds, and the screen will show the message ,,- - -
NEW PIN .

299

A Enter the 4 digits (recommendation is to avoid
combination of digits in sequence or repeated);

A The next message on the screen is ,,- - - - ' " “NF | requiring that you re-enter the
same number. You must memorize the entered PIN, because you can activate your
token only with this PIN;

A If both numbers are identical, the screen will show the ,,NEW PIN CON F“message.

Blocking the token

A after repeated entries of the wrong PIN (up to 5 entries), the token will be blocked:;
if the token is blocked, please call +38521 304 581+38521 304 582
+38521 304 58%4r +38521 304 507

Installation/Working with the SmartCard

Before you start working with the SmartCard, the program support for the SmartOffice
service needs to be installed.

The required program support consists of:

A SmartCard drivers

A SmartCard software (CryptoKit)

A SmartOffice software (Plug-in)
The program support is on the link http://www.splitskabanka.hr/Bankarstvo-izvan-
poslovnice/SmartOffice , select the option Instalacija.

Note: Application SmartOffice supports only work withtdmet Explorer, while other
Internet browsers (Mozilla Firefox, Opera, Google Chrome) are not supported.

Connecting the SmartCard reader to the PC

To connect the PC to the SmartCard reader, you must have a free USB port.

Note: when installing the USBmartCard reader, pay attention to the operative system on
your computer. Windows NT4 does not support work with USB SmartCard readers.

Picture 1 shows how to connect the SmartCard reader to the PC.

Note: Do not connect the USB SmartCard reader to the un@l you finish the driver
installation process.
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Picture 1

Program support installation

The program support is on the link http://www.splitskabanka.hr/Bankarstvo-izvan-
poslovnice/SmartOffice , select the option Instalacija.

Internet Explorer on the screen shows the option to install the program support (picture 2).

Instalacija

Instalacija za SmantOffice moZe se skinuti 5 nize navedenih datoteka:

S Cryptokit.zip
S Cryptokit_x&4bit.zip
E SmartKartica.zip

=1 SmartOffice.zip

Picture 2

Installation of drivers for the SmartCard
On the Internet Explorer screen Click SmartKartica.zip. Extract the file and open it by

clicking the icon__ 8|,

File Download x|
p Do you want to open or save this file?
@ Mame: Smartkartica.zip
Tepe: WIinRAR ZIP archive, 6,63MB
From: www.splitskabanka.hr

Open Save | Cancel I

W Always aszk before opening this type of file

“whhile files fram the Internet can be useful, some files can potentially
harm your computer. |f pou do not trust the source, do not open or
sawve this file. What's the rigk?

Picture 3
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After that, open the content of the folder | Ssnatiatcs and click on the file Slsee.ese |
The following window will appear on the screen:

% SCR330c USB Smartcard Reader - Installshield Wizard

Welcome to the InstallShield Wizard for
SCR33xx USB Smartcard Reader

The InstallShield(R) Wizard will install SCR33xx USB Smartcard
Reader on your computer, To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties.

= Back I Mext > I Cancel I

Picture 4

Click to continue installation (picture 4). The window shown in picture 5 will
appear. Click & next to the text ,,| accept the terms in the license agreement click

e 1.
Enter your name in the next window, the company name and click[_tet=_].

i SCR33xx USB Smartcard Reader - InstallShicld Wizard x|

License Agreement

Please read the following license agreement carefully.

IMPORTANT: READ CAREFULLY: ﬁl

This End-User License Agreement ("Agreement”) is a legal agreement
between you (either an individual or a legal entity) and SCM Microsystems,
Inc. ("SCM") for the SCM software product identified above, which includes
computer software and may include associated media, printed materials, and
"online” or electronic documentation ("Licensed Product”). The Licensed
Product also includes any updates and supplements to the original Licensed

% 1 accept the terms in the license agreement
€ Ido not accept the terms in the license agreement

< Back I Mext > I Cancel

Picture 5
The window shown in picture 6 will appear. Do not change anything and click[_ex=_]. To
continue installation, click in the next window.

Installshield

i SCR33>0¢ USB Smartcard Reader - InstallShield Wizard x|

Setup Type
Choose the setup type that best suits your needs.

Please select 5 setup type.

= Complete

All program features wil be installed. (Requires the most disk
space.)

" Custom
Choose which program features you want installed and where they
wil be installed, Recommended for advanced users.

Installshisld

< Back. | Mext > | Cancel

Picture 6
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After copying the files for using the SmartCard reader, the dialogue window shown in picture
7 appears.

i"w!f SCR33x0¢ USB Smartcard Reader - InstallShield Wizard 5'

Installshield Wizard Completed

Setup has finished installing SCR33xx USE Smartcard Reader,

[T show the readme file

< Back. I Finish I Eance!
Picture 7

This window means that the installation is finished. Click to successfully complete
the installation.

After the installation is completed, connect the SmartCard reader to your computer (picture
1).

Installation of the CryptoKit program
On the Internet Explorer screen click CryptoKit.zip (picture 2).
Note: If you use Windows 7. 64 bit operative system, clicknyptokit_x64bit.zip (picture 2).

The following window will appear on the screen.

E% ARX CryptoKit - InsthIShield Wizard i x|
‘ —— Welcome to the InstallShield Wizard for ARX
- CryptoKit

The InstallShield{R) Wizard will install ARX CryptoKit on your
computer. To continue, click Next.

YARNING: This program is protected by copyright law and
ernational treaties.

< Back I Next > I Cancel I

Picture 8
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Click (picture 8). The window shown in picture 9 will appear. Click to
continue installation.

{3 ARX Cryptokit - InstallShield Wizard

License Agreement

Please read the following license agreement carafully,

wonsk JIOTCE, ok

DO NOT INSTALL THIS PRODUCT until you have read the License A greement
below. IF YOU DO NOT find the terms of the License Agreement acceptable then
return this product within (10 working days to your supplier. BY INSTALLING THIS
PRODUCT you indicate that you read the License Agreement and your agreement to
its terms.

LICENSE AGREEMENT Alzorithmic Research Ltd.

1. License: Algorithmie Research (AR) grants you the putchaser or authorized uset of;l

1 accept the terms in the license agreement Print

~ I donot accept the terms in the license agreement

< Back I Next = I Cancel |
Picture 9

The window shown in picture 10 will appear, click_t==_]. We recommend you to install the
application in the offered folder (you can replace the target folder by clicking_c==_]).

ARX Cryptokit - InstallShield Wizard

stom Setup

Select the program Features you want installed,

Click on an icon in the list below to change how a feature is installad.

- Feature Description

Installs the components and
P drivers for the selected readers
- % | Minidriver and kokens, These readers and
tokens (software or hardware
based) serve as the skorage m...

This feature requires OKE on
your hard drive. It has 0 of 7
subfeatures selected, The
subfeatures require 3873KE on
your hard drive.

Install ka:

CHiProgram FilesiARX1ARX Cryplokit) change... |

Help Space I < Back I Mext = I Cancel I

Picture 10
In the next window (picture 11), click [ms=ai 7 to begin the installation:

rallShield Wizard

& ARX CryptoKit - In®

Ready to Install the Program

The wizard is ready to begin installation.

Click Install ta begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

< Back I Install I Cancel
Picture 11
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After copying the files for the CryptoKit application, the dialogue box shown in picture 12
will appear. This window denotes the end of installation. Click to successfully
complete the installation.

{5 ARX CryptoKit - InstallShield Wizard X|

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed ARX
CryptoKit. Click Finish to exit the wizard.

= Back I Finish I Gancel
Picture 12

Installation of Plug-in for SmartOffice

On the Internet Explorer screen click on the file SmartOffice.zip, extract it and than click on
application TIMc@webSionGERKCS11.exe

The following window will appear on the screen:
I

Do you want to run this software?

Name: MC@WebSignHRPKCS 1L, exe
Publisher: Omilron Systemhaus
¢ e ptone =

@ While files from the Internet can be useful, this file type can potentially harm
your computer. Only run software from publishers you trust, What's the risk?

Picture 13

Click __=a«__| to continue (picture 13). The window shown in picture 14 will appear. Click
to continue installation.

Welcome to MC@WebSign (PKCS#1 k\ Setup. LI

This program installs MC@EwebSign [PRCSH11).
It is urgently recommended to exit all Windawes
programs before starting setup.

Back I L I Ahart
Picture 14
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The window in picture 15 will open, with the information of the installation directory, click

to start installation.
x|

Thig module will be installed in this base directory.
C:\Pragram Filesh\OmikrantNPes

Back I Start I Abort
Picture 15

After copying the Plug-in files for SmartOffice, the dialogue box shown in picture 16 will
appear. This window denotes the end of installation. Click to end the installation.

MC@WebsSign (PKCS#11) x|

Installation was completed successfully.

o |
Picture 16

Preparing the SmartCard
After installing the drivers and before formatting the SmartCard, you must restart your

computer, unless you have done it already.
After restarting your computer, insert the SG Splitska banka card into the reader as shown in

picture 17.

Picture 17
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In the program map ARX/CryptoKit (click Start left below) run the $ARgenie application.
The window in picture 18 will appear.

Slot type Token Label

SlotID | Slot May
= SCH Microsystems

Change Password
Login

Set as Default Slot.
Clear Default Slat

Standardize Token

Change Token Label

Picture 18

Click on the pull down menu Action (picture 18) and select the Format Token option.

A window with the question whether you want to format your SmartCard (token) will appear
on the screen. Click to continue.

In the next window (picture 19), create your SmartCard password. Enter the password of your
choice in the field ,,New User PIN‘(letters and numbers allowed, minimum 6 to maximum$8
characterg, and re-enter the password from the previous field in the ,,Confirm User

PIN“field. To continue, click__e_].

Initialize PIN of "Crypto Token®

Algorithmic Raseareh

New User PIN
Confirm User PIN

Cancel
Picture 19

After formatting your SmartCard, the dialogue box shown in picture 20 will appear. This
window denotes the end of installation. Click to successfully complete the
installation.

Format token i x|
.
\1) Format token succeeded

Picture 20

Change of password to access the electronic signature

Insert the SmartCard into the reader and run the application #ARgenie in the program map
ARX/CryptoKit as shown in picture 18. The window shown in picture 21 will come up.

In the drop-down menu Change Passwordclick on the item Action.
101

Set as Default Slot
lear Default Slot

Standardize Token
Change Token Label

Picture 21
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The login window appears on the screen. Enter your current password to access the electronic
signature into the field User PIN (picture 22). Click to continue.

Log on to "Crypto Token™
v %

HAigorithmic Reseaveh
User PIN |

Picture 22

The change window appears (picture 23). Enter your old password in the field Old User PIN.
Enter the identical new password (minimum 6 to maximum 8 character$ in the fields New
User PIN and Confirm User PIN. Click to accept the new password. Close the
CryptoKit application.

‘Change PIN of "Crypto Token™
.

P e e —

0ld User PIM [
Mew User PIN
Confim User PIN

LCancel
Picture 23

Signing orders

To sign payment orders by SmartCard (picture 24), you must insert the card into the reader,
enter the password to access the electronic signature in the field ES passwordand click

Sign this file .

User d ITest1 23
ES password : l

Sian this file I Cancel |

Picture 24
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SmartOffice Login

To start using the SmartOffice Internet banking service, select the link “SmartOffice* at
www.splitskabanka.hr.

SPLITSKA
BANKA

SOCIETE GENERALE GROUP

Qe Totajna Lista
T ko lako. .
e 1 v
cHr

WA

0800 21 00 21
BESPLATNI
info telefon

E Lmradani . °Malipoduaetnicl . @ Terske ERCTS
Analize " b A R e o e e e
ni

financijski servis.
Bmovnspv eglod

Picture 25

The SmartOffice Internet banking (picture 25) login window will appear on the screen. There

are two ways to login to the SmartOffice Internet banking: by using the TOKEN or the
SmartCarddevice.

e To login by using the SmartCard device click on check box in the field “Vrsta
prijave” and than click =i |,

e To Iogln by usmg the TOKEN just click st

- MultiCashiSmartOflice - Microsoft internet Explorer provided by Splitska banka

SPLITSKA
BANKA

SOCIETE GENERALE GROUP

ez

Ejeene T

Picture 26
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Login with the TOKEN

Enter your user name you have received from the Bank in the field ,,User namé‘(picture 27)
e.g. S1234567. Enter the OTP (One-Time Password) generated by your TOKEN into the PIN
field.

A Switch on the TOKEN by pressingt , enter your PIN (which you selected during
initial TOKEN activation) and press - . The number displayed on the screen is your

login OTP.
A Enter OTP generated by your TOKEN into the PIN field and click ,,Logon®.

SPLITSKA
BANKA

SOCIETE GENERALE GROUP

o o o )

Picture 27

Login with the SmartCard

Click on the check box in the field “Vrsta prijave” and than click —_#==__1 in the login
window (picture 26). When you first run the SmartOffice, the Plug-in parameter editing

window appears on the screen (picture 28).

‘You need to select parameter settings for ES.

Press "Next" to continue or "Otkad"
to cancel parameter editing.

Otkazi

Picture 28
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Click to continue. A window will be displayed where you select the type of reader
for the work with SmartOffice application. The basic setting is also the only possible setting
(picture 29). Insert your SG Splitska banka SmartCard into the reader and click to
continue.

propemes

Hardware ES (PKCS#11)

For this Hardware ES you need a PKCS#11 Hardwaretoken
and a Cardreader which is driven by a CryptoKit.

Select the CryptoKit you want to use.

CryptoKit 4 AR PrivateS afe/PrivateCard

Previous | Apply I Otkazi
Picture 29

The SmartOffice application login form appears on the screen (picture 30).

When you first login to SmartOffice, you need to create your electronic key. Enter a name of
your choice in the field User (maximum 8 charactersand the password you selected during
the SmartCard formatting in the field EP password(picture 19). Click to continue.

The window for the generation of the electronic key will appear on the screen (picture 31).
Enter 32 random characters into the field Random entry and click the Generate keysutton.

After the electronic key has been generated, the window for the entry of the User number will
appear on the screen. Enter the number (User number e.g. S1234567) initially allocated to you
by the Bank in the field User number (picture 31) and click_e_].

SPLITSKA
BANKA

SOCIETE GENERALE GROUP

O —
Q—IW
o TR
Picture 30
Niw Bank Connection
[33¥ou do not yet have the necessary Key, veneReEttg e lebnkemm
T S — Suciets Gensral - Splitska barks d.d
for the frt time taday. Plea ui User Humber
User B for this bank in the fiekd "User Number
Randamdata : [ User Number
Generale key | Cancel | 0f | cancel |
Picture 31
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Confirmation that your public key has been successfully sent to the Bank will appear on the
screen (picture 32). This page displays the link ,,Click here to read your initialization
letter, which needs to be mouse-clicked to have the document reading window appear on the
screen. Click the OPEN button.

To view the initialization letter, you need to have Adobe Reader 6 or later version installed.
The letter which appears on your screen must be printed, signed, provided with the company
seal and sent to SOCIETE GENERALE — SPLITSKA BANKA d.d. by fax No. specified on
initialization letter.

After the Bank approves the use of the SmartOffice application based on your initialization
letter, for your next login to the SmartOffice application you need to enter your user name
(which you have selected when generating the electronic signature) in the field User and your
electronic key access password in the field Password(picture 19).

Picture 32

First login

At the first login you must enter your personal name and second name in the field ,,Name®,
the address in the field ,,Street® and the city in the field ,,City“, and mouse-click e |
(picture 33).

= SPLITSKA
BANKA

Picture 33
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After that, on the screen will appear message (picture 34):

Your request has been processed successfully!

Picture 34

Design of the interface
After successful login, the initial page will appear on the screen (picture 35).

SmartOffice Internet banking screen consists of the navigation frame (left) with a menu

containing: Payments, Reports, Administraton, Messagesand Sign uploaded payment
files. The Main Frame (right) after the login shows account balances according to the last

statement with the option to select individual accounts.

The design of your initial page can differ depending on modules you are entitled to use.

Working with the navigation menu

The cascade structure of the navigation menu is divided into three levels. If the menu item is
bold, mouse-click the item to show associated functions. By clicking the open item again, you
will hide the menu functions.

SPLITSKA
BANKA Exchange rates ki (021) 304 581 = Email Home Logoff
TE CENERALE

9 pa—r [Bank Code [Account Number’ Statement Date Currency Balance|
2330003 1000000000 1 011 HRK 100.435,34

Picture 35

Basic menu items

Payments

The payments menu contains all functions related to creating and managing payment orders,
including single orders, batch orders, templates and payment file upload.

Reports

The reports menu includes overall information regarding account statements, account
balances, preposted items and processed payments orders (if necessary, statement and
preposted items files can be loaded). The order status option enables browsing and printing
processed payment orders.

User instructions for SmartOffice application 19
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Administration

The administration menu includes two databases for the entry of data regarding the ordering
party and the payments service users as well as functions for user profile settings, changing
password and blocking user.

Messages

Use the message menu to receive, send and manage messages exchanged between you and the
Bank.

Signuploaded paymentfiles

The uploaded files signing function is a separate module of SmartOffice Internet banking. It is
used for the authorization of uploaded payments files (HRD, ZAP and HRF) created
independently from the SmartOffice application, i.e. payment orders created in the MultiCash
Classic application (HRD and HRF) and sent to distributed signing or uploaded payment files
created by the user (HRD and HRF).

Recommendation for use

Sending payment orders to the same users is very often an integral part of working with the
SmartOffice application. If this applies to you as well, we recommend that you start working
with the application by completing the databases with data you will use in the course of your
work.

The first step will be to complete the databases of Ordering Parties and Beneficiaries Data
entered in the database can be used to create templatesto serve as the basis for working with
payment orders that recur with different amounts. In this way, working with SmartOffice
Internet banking will become considerably faster and easier.

Standard interface elemens

The purpose of this chapter is to introduce you to the elements of SmartOffice Internet
banking which will enable faster work. Detailed descriptions of individual functions are given
in the chapters below.
All data in the SmartOffice main frame are shown in the form of databases as HTML tables
and/or forms. The main frame consists of a toolbar to access most of the available
functions/activities, which is followed by corresponding lists, tables and forms:
i If there are no entered orders, the main frame will display the message ,,No data
available“. In this event, mouse-click the New Encr button to add a new record.

u If the database contains data, the main frame shows the list and/or the selection
form, which is used to limit the number of shown records to only one type of
session, bank/account, etc.

On the list of view data, mouse-click the selected data for detailed view. Only the first line of
every record is bold to denote the link, but a mouse-click on any position within the record
acts as a link to detailed view.

In case of data selection forms, fill in the obligatory fields (shaded light yellow) and others if
possible for a more precise view of the required data and click se=: | |f you want to
cancel the currently entered search criteria, click _ res=Fom

By clicking g , you can take over a record from the database.
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Entry forms

Entry forms in the SmartOffice Internet banking are used to fill in or edit records in the
database. Their basic functionality is the same as with data selection forms described earlier.

The som: | putton is used for accept data entered in the active form, the Resat Form
button is used to delete all entered data, while the Cance button closes the currently
active form and takes you back to the previous screen.

Use the icon g to access data saved in databases/reference tables and for data takeover.

Shaded data entry field are obligatory fields. Beefields must be filled in before saving the
record.

T Example of using the button to access saved
Date data in the payment order form.

ordering porty iformatiof 52 S In this case, a calendar is shown where you
Same 5 6 7 8 9 101 select the wanted date (system data is the
Street 12 13 14 15 16 17 18[ .. . .

_ o 6 HEE s & = initial value). Basically, a muselick on the
I % 2 22 % | gy button shows the list of data in databases
: — —— [ or reference tables, from which you can select
Client ID i ors | &

Order no. Tl —  the record/data you want to take over to the

Cost of foreign trade job e ntry form

You can use the mouse cursor to move though the entry forms, but if you work longer, the use
of the keyboard will prove to be significantly faster and more efficient. .

Use the [TAB] key to move forward, keys [TAB]+[SHIFT] to move back as you work in
forms. Use shift to select/deselect the activation frame.

Authorization/signing

Authorization is required for individual, and group orders in the Payments section; for the
User blocking function in the Administration section and for sending messagesn the
messages section.

In the view list of the Payments section click on the icon.4, while in all other windows you
can access this function with the help of the ser ' button.

The authorization procedure depends on the type of the selected authorization device (Token
or SmartCard).

For the signing procedure, read the instruction Working with the Vasco TOKEN (page 5) or
Working with the SmartCard (page 14) at the beginning of these instructions.

User instructions for SmartOffice application 21



Administration

SPLITSKA
BANKA

SOCIETE CENERALE CROUP

This chapter contains the following sections:

> > > >

Maintaining databases for Ordering Parties and Beneficiaries
Maintaining the User profile

Blocking the active user

Password change (for the users with SmartCard)

Maintaining databases for the Ordering Parties andBeneficiaries

Payments
Reporting

Administration

Ordering Parties

e &

e Croatizn forsign

e Beneficiaries
i User Profile
> Block User

A separate Ordering Parties/Beneficiaries database is used for
each of the payment modules installed in your system. Mouse-
click the Administration menu, then click Ordering Parties
/Beneficiaries

Click the appropriate menu item to view lists of all records in
the database. Click a name to view details and edit if necessary.

To add a new record to the database, click the = newewy |
button and click icon | to delete an active record.

Adding new records: Ordering Parties

To create a new record, click the &= | button.

HRD®& Kuna payments

Fill in the minimum obligatory fields (shaded) in the main window: company register number,
client ID, name, street and city (picture 36).

Click icon g to access the account database and click on the wanted record for takeover of

data from the database.

After that, click —__===___|to accept and save data to the user database or click e =2 |
to return to the previous screen.

%rdering party information

Client ID [20000000

Statistical ID |ne1=1eec

Name JcLEnT

Street |STREET 1

City jzrLm]

Bank / Account no. [2220003 " [1000000002 B

Picture 36
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To create a new record, click the —===__| button.

Fill in the minimum obligatory fields (shaded) in the main window: company register number,
client 1D, name, street and city (picture 37). When entgr,ingvdata you can not use letters with
diacritical characters and some special characters (i.e. CCDBZ;:,).

Click icon g» to access the account database and click on the wanted record for takeover of
data from the database.

After that, click =2 | to accept and save data to the user database or click
_m=w=owven |10 return to the previous screen.

Ordering party information

Client ID [1zizi21z
Statistical ID 1234567
Name |'est d.0.0.
[

Street I'est bb
City |spit
Bank / Account no. |2330003 | [s100200188 2 ]
Currency [—:—'

Picture 37

Adding new records: Beneficiaries
To create a new record, click the === button.

HRD®& Kuna payments

Fill in the minimum obligatory fields (shaded) in the main window: name, city, account
number (picture 38). When creating, you can determined whether the new beneficiary will be
saved in the user list (accessible only by user who entered it) or in customer list (available to
all users within the same business entity).

Click icon gm to access the Bank account database and click on the wanted record for
takeover of data from the database.

After that, click Submit | to accept and save data to the beneficiary database or click
_e=w=oweven |10 return to the previous screen.

Partner
List

Name IA-BC
|
Streat |STREET 1
City |spLIT
Bank / Account no. |2320003 |1000000001

Credit information no. IEE I

Picture 38
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Fill in the minimum obligatory fields (shaded) in the main window: name, city, country code,
account number and swift (picture 39). When creating, you can determined whether the new
beneficiary will be saved in the user list (accessible only by user who entered it) or in
customer list (available to all users within the same business entity).

After that, click =2~ | to accept and save data to the user database or click
_ewoweza |10 return to the previous screen.

i!artn er
List

Name [parTiER

Street I
City | RO LunD Country |528 &) NETHERLANDS
Account no. |NL8sBOTKO635600005 ¥ 1BAN account

ForeignEntity

Bank

SWIFT |[BoTKNLZ B
Bank data |
|
Street I
City | Country [522 ED NETHERLANDS
Picture 39

Maintaining the User Profile

The User Profile is completed during the first login of the user to the SmartOffice Internet
banking. You need to enter your personal name.

If you need to modify data, you can do it here. Enter the required changes and click
=== to confirm the entry (picture 40).

User Name
First and Last Name |'e.=i sse

Street
City

Local Formats
Date

Time

Amount

Status info
Session active since 22.04.2010 12:54:33 Last Signature done 18.02.2010 13:59:50
Logon Procedure Response-Mechanism Signature Procedure Response-Mechanism
Last session from 22.04.2010 10:40:43 to 22.04.2010 11:04:48
... finished by Timeout

MultiCash@SmartOffice Version 3.02 Build 6250

Picture 40

Blocking an active user

If necessary, you can block your user account and disable working with SmartOffice Internet
banking. After blocking the user account, the user cannot unblock the access on his/her own.
Only the Bank can reactivate your user account, upon request authorized by user (only the
user can request the reactivation of the user account!).
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Changing password (only users with SmartCard)

If you want to change the password you can create a new one considering the rule that
allowed characters are letters and numbers, minimum 6 maximum 8 charactergpicture 41).

User 1 123456
ES passward . lm—
Mew ES password . I—

Change ES password I Cancel

Picture 41

Payments

This chapter contains the following parts:
A Basic elements related to entering and checking of payment orders
Kuna module — HRD
FC module — HRF
Hold/Rework- payment order
Tracking/Tracing - for payment order
Authorization — of payment orders

> > D> D>y D>

Basic elements related to entering and checking of payment orders

_ Menu Paymentsis used for payment orders. It consists of two types
of payment orders: domestic (HRD) and FC (HRF).

N paments It is possible to create the following types of orders for each type of

T HRD or HRF payment order: individual, batch, standing order and
Hathes templates.
i Functions Hold/Rework, Tracking/Tracing and Authorise are used for
Fiis ipiued both domestic and FC payment orders.
__”°_"P_“'f"‘°_'*j " Apart from standard working method, described in the chapter
i ,Standard | nt e médales for Payhestaruee rspecial |,

icons for working with payment orders.

Descriptioni icon for working with payment order&able 1)

Edit payment order.
Use this function if you wish to change the payment order

| content. Save your changes by clicking === | button,
after which you will automatically be returned to the previous
screen.
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i Deleting order/batch.

Blocking order/batch.

If an order/batch is blocked, further order processing is not
@ possible. This function can be applied to orders waiting for
additional authorization or orders with future currency date.
Blocking orders does not delete signatures.

Unblocking orders. A blocked order can be unblocked by

@ authorized user and direct to further processing.

. Order authorization (signature) through the use of TOKEN or
Smartcard.

x'. Signature cancellation — deleting signature of currently active

’ user.
Creation of new payment order based on the previously saved
template.

Table 1

Status of the order and aler group
Payment orders and order groups (batches) can have different statuses, accompanied

by

adequate actions depending on the payment order status. The following table (table 2)

contains possible statuses for payment orders and batches.

Status Available actions

Partially signed- a payment order is
completed and is waiting for signature or
additional authorization before further
processing performed by the Bank’s
system.

Edit/Delete payment order , Blocking
and Signature

Signed- payment order receives this
status upon acceptance of the signature.
However, order is still not processed by
the Bank’s system (since currency date is
not the current date).

Edit/Delete payment order , Blocking
and Signature cancellation

Blocked- upon Order blocking, the order | Unblocking — by activating unblocking
receives this status. action, the order receives the previous
status

Uncompleted batch- status for order
group. This status shows everything until | Edit/Delete payment order, Blocking,

the user closes the batch by clicking New entry, Close the group.
Batch complete button
Waiting — status for templates. New order, Edit/Delete order.

Sent- status refers only to successfully

Further actions are not possible.
sent payment orders.
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Limit exceeded- this status appears if
the limit for payment based on order or Further actions are not possible.
daily limit are exceeded.

Table 2

Description of payment order types

Order (individual) — you can create, change or manage the entering of individual payment
order. If you wish to send more than one payment order, each payment order must be
authorized separately.

Batch — group of payment orders with common ordering party and coverage account, and
value date. Working with batches can be very useful if you have to pay several payment
orders to different beneficiaries, and to the same ordering party/account. The authorization of
each individual order is not necessary since authorization involves the authorization of the
whole batch.

Standing orders— individual orders with fixed amount carried out over a particular period of
time and intervals.

Templates of payment orders are used for regular payments, but with different amounts.
These templates contain information about ordering party and beneficiary, model and
information number, and can be later on used for creating new payment orders. By clicking on

icon of the desired template, the screen shows a form for entering an individual order with
completed fields saved in the template.

For all types of payment orders, the procedure is the same: if you click on the chosen tab, you
will see a list for viewing all information contained in the database. Click on the note
containing payment order details or click any of the icons related to actions for note
management.

In order to create a new note, click .= | button.

Kuna module—HRD

Entering individual orders
Payment order has to be filled out as shown in the picture 42 and described in table 1:

SSSSS

2330003 1100065028 2 ]

Bank | Account no.

i 1iR-21000 SPLT Save ordering party data
Statistical ID 60000023 Debit information no.
2045678

Client ID

Beneficiary information

Name PaRTIER 2 ] Bank / Account no.
Street Credit information no.
Gty [SPLT
Payment information
Purpose Text Purpose Code 01 B
[rovorce 1 Statistical data
I Amount (HRK) 1,00
Priotity Normal payment ¥
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Field

How to complete the fields

Date

It refers to the currency date (order performance). It is
being filled out by entering a date or clicking E» icon,
which opens a calendar for date selection.

Model number- debit

This is an optional field. If you use model 00, debit
information number will not be controlled.

Debit information
number

You can enter debit information number in this field.
Numbers in this field are controlled depending on the
model.

Beneficiaryname

You can enter a beneficiary name or withdraw it from the
beneficiary database. If you wish to withdraw it from the
database, click i icon near the field Name and choose a
beneficiary name from the window.

Beneficiaryaddress

Enter beneficiary address.

Beneficiary city

You can enter beneficiary city. The field is being filled
out automatically if you choose a beneficiary from the
database.

Beneficiary Bank
number

Enter beneficiary Bank number or withdraw it from the
database. If you wish to withdraw it from the database,
click E» icon near the field Bank and choose a Bank
code number from the window.

Beneficiary Account
number

Enter Beneficiary account number or withdraw it from the
database. You can check beneficiary account number
from the JRR database by click E» icon near the field
account number. If the entered Bank number and account
number are in the JRR database, field name and city will
be fulfilled automatically with the data from the database.

Model number- credit

This is an optional field. If you use model 00, debit
information number will not be controlled.

Credit information
number

You can enter credit information number in this field.
Numbers in this field are controlled depending on the
model.

Save beneficiary data

Tick off this field if you wish to save beneficiary in the
database.

Purpose Code

This field is filled out by clicking &# icon or by direct
entering of purpose code.

Purpose Text

Text is displayed depending on the chosen purpose code,
or you enter the desired text.

Amount Enter the payment amount.
Priority It is not used.
Table 1

After entering all the data, click

| icon to save the data entered. Button

== | closes currently active entering form and returns you to the previous screen.
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Upon clicking =+~: | button, the screen shows the payment order containing all entered
details and possibilities of signing (if you are authorized to sign the order) the payment order
(picture 43). The answer, offered by TOKEN or your password for SmartCard signing, must
be entered in the field >’Signature’.

Order processing
Date [17.06.2011 a8
Ordering party information
Hame CLENT B Bank | Account no. T [ioooes0zs
Street STREE
aty spLT I Save ordering party data
Statistical ID 078181 Debit information no. £
Client 1D 2345673
Beneficiary information
Hame PARTIER 2 ] Bank | Account no. 2230002 i [rtoo1oosao B
Credit information no. B
Do ot save | save Beneficiary dt
Purpose Code - ]
Statistical data
Amount (HRK) [100
Priority ormal payment [

Regarding signing procedure, please read the instruction Working with Vasco TOKEN
(page 5) or Working with SmartCard (page 14) at the beginning of these instructions.

Entering batch
Batch has to be filled out as shown in the picture 44 and described in table 2:

Batch processing

Date 1782011 B
"
Address data Ordering Party
Hlame T | - ] Bank | Accountno, s [rovesos 1@
Street e
Gty frzmesr

Statistical ID 60000023
2345678

Client ID

Picture 44

If you have entered information about Ordering party (page 22), fields in the
Administration menu related to Ordering party are filled out automatically. The following
table describes only those fields that are not completed automatically.

Field How to fill out fields

Date It refers to the currency date (order group
performance). It is being filled out by entering a date or
clicking #m icon, which opens a calendar for date
selection.

Name of the batch Enter a recognizable name that will enable you to
recognize what kind of payment orders are contained
within a particular batch.

Table 2
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Upon entering all relevant data, click button in order to save the entered
information. Button == | closes currently active entering form and returns you to the
previous screen.

Upon clicking the ==~ | button, screen shows the form for filling out group of orders
(picture 45).

For adding new order, click — or Meefem=mezz | pytton. If you clicked  wewes

the screen shows the form for payment order entering (picture 46). Filling out procedure is
identical to the procedure of filling out individual payment orders. However, it is not possible
to enter or change information about Ordering party, except field Credit information number.
If you clicked "=«*=r=m== | the screen shows previously saved templates. Click the bold
account number on the selected template, and screen will show the form of payment order

with the data loaded form the template. Upon entering all relevant data, click
button in order to save the entered information. Button <= | closes currently active
entering form and returns you to the previous screen.

Upon clicking === | button, the screen shows the payment order containing all entered
data. In order to proceed, click ===+ [ hutton.
For adding new orders, repeat the previously described procedure.

If you have finished adding new payment orders to the batch, click._==="2== 1 and then
click - ' button for order performance.

Authorization procedure depends on the type of chosen authorization device (Token or
SmartCard). For signing procedure, please read the instruction Working with Vasco
TOKEN (page 5) or Working with SmartCard (page 14) at the beginning of these
instructions.

e Dese lock Pt Pege New Enty New from temsie Crasz POF Bak 1o Overvien

Customer Reference Execution date Status
50005123 11061710415559 17.06.2011 Uncompleted batch
Address data Ordering Party Bank / Account no.

CLIENT 2330003 1100055028

STREET 1

HR-21000 SPLIT

Statistical ID Client ID
60000023 12345678

User Date Time
Registration 05123007 17.06.2011 10:41
Last change 05123007 17.06.2011 10:48

L}x st | Cancel
Customer Reference Execution date Status
50005123 1106171041555 17.06.2011 Uncompleted batch
Address data Ordering party Bank [ Account no.
Test 2330003 1100065028
Uica tb.
HR-21000 SPLIT
Statistical ID Client ID
60000023 12345678
Ordering party information
Debit information no.
Beneficiary information
Name PARTNER 2 ] Bank / Account no. 2320003 D 1000000000 2 ]
Street Credit information no.
Gity PLT
Payment information
Purpose Text Purpose Code B
[ Statistical data
I Amount (HRK) 5,00
Priority mal payment |
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The procedure for entering Standing order is the same as for entering individual payment
order. The screen shows the form for filling the payment order (picture 47).

It is necessary to determine the first and the last date of executing the payment order and the
cycle. Confirmation and authorization procedure is the same as one for individual payment
order.

Standing orders generate automatically payment orders according to the selected cycle and
payment order is processed without any user intervention. You can block the standing order in
order to stop the automatic process of it.

Blocked standing order can be processed only if the user unblocked it previously, and process
of it is depending of the user intervention.

Last time Cycle

18.092011 B month ~

Ordering party information

Name Bank / Account no. 1100085028 2]
Street

City HR-21000 SPLIT [™" Save ordering party data

Statistical ID 0000023 Debit information no.

Client ID 234567

Beneficiary information

Name [PARTNER B Bank / Account no. 2330002 EB 1000000000 [ 2 |
Street Credit information no.

City spLT

Payment information

Purpose Text Purpose Code L )

[oonamon Statistical data

[ Amount (HRK) [10.00

Priority

Picture 47

Entering templates

The procedure for entering templates is the same as for entering individual payment order.
The screen shows the form for filling the payment order (picture 48). Filling out procedure is
identical to the procedure of filling out individual payment orders. After entering all the data,
click —===__licon to save the data entered. Button ___==___| closes currently active
entering form and returns you to the previous screen (picture 49).

For entering the new payment order from the template click™.
e -

Bank / Account no. 2330003 1100065028 B
(B et
Statistical ID Debit information no.
Client ID
Bank / Account no. 2330002 B |1000000000 B

Credit information no.

Purpose Code. or
invoios based payment Statistical data
[ Amount (HRK) 0.00

Priority

Picture 48
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Payments - Croatian domestic

P I
Ordering party account | [ valuedate | Label[ Status]
Beneficiary account | Beneficiary name | Reference [ Amount| Action
Details
SOGEHR22 - 20001905000 17.06.2011 TEMPLATE 1 Hold
2330003 - 1000000013 Partrer 0,00 HRK )i}

invaice based payment

Picture 49

Upload ZAP file

This function enables you to upload payment orders from FINA (ZAP) file created in your
financial application.

Click ,,Browse..:button for activating Windows Explorer window in which you can find a
file you wish to send (picture 50).

Upon clicking —===__| button, the screen shows the list of payment orders with the
possibility of signing (if you are authorized to sign the order) the payment order (picture 51).

If there is an error massage display on the screen (picture 52), you should correct the file and
repeat the process for upload ZAP file. The answer, offered by TOKEN or your password for
SmartCard signing, must be entered in the field >’Signature’’.

For the signing procedure, read the instruction Working with the Vasco TOKEN (page 5) or
Working with the SmartCard (page 14) at the beginning of this instructions.

Submit

‘fou can use this function to send already existing payment files in ZAP-Format to the bank system.

Select file

Browse...

Picture 50

® A signature is required for this request

File name S:\ZAP arhiva 2011\060100C0 . ZAP

Ordering party Bank code Account no. Value Date Amount No. orders
TESTD.O.0. 2330003 1000000002 01.05.2011 234.339,30 4
[Partner [Bank code [ Account no. | | Amount | |

Doprinos za MIO odred. okolnosti 1001005 18563000160 MIO 5% zarade stud. 11.132,69
Uplata za mjesec

Dop.za zdravst. odred.okolnost 1001005 1853000160 0,5% zarade stud. 1.113,30
Uplata za mjesec 0

3. payment :
Privredna banka Zagreb d.d, 2340009 1000000013 uplate 31.05.2011 b, 24,205,43
650

4. payment :
SPLITSKA BANKA 2330003 1000000013 uplate 31.05.2011 rh, 198.447,88

630

File reference 01062011

challenge: [720122 SwgnaturEI San
Picture 51
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® 1. mass order, 1. payment Recl: Invalid credit model number

File name C:\Documents and Settings\dandric\Desktop\MM090611.ZAP

Ordering party Bank code Account no. Value Date Amount No. orders
TESTD.0.0. 2330003 1000000002 09.06.2011 123,00 1
Partner [Bank code [ Account no. | | Amount | |
1. payment :

File reference 02052011

Picture 52

Upload HRD file

This function enables you to upload HRD payment file created in your financial application or
through the use of MultiCash Classic application.

The procedure related to uploading and signing HRD payment file is identical to the
procedure for upload FINA (ZAP) payment file. Upon clicking —===__| button, the screen
shows the list of payment orders with the possibility of signing (if you are authorized to sign
the order) the payment order (picture 53). If there is an error massage display on the screen
(picture 54), you should correct the file and repeat the process for upload HRD file.

Payments - Croatian domestic

® A signature is required far this request

File name L:\Save\060100C7.HRD

1. logical file : |
‘Ordering party | Partner Bank code Account na. Value Date | Details | Amount Refarance

of payment

1. payment :
TEST 0.O.0 2330003 1000000002 01.06.2011 963,75 110601092731628

55 SPLITSKA BANKA 2330003 1000000013

File reference 1092731613

Total Amoun it 963,75

Challenge: [720155 Signature Sign

Picture 53

Payments - Croatian domestic

& Invalid credit model number (log.file 1 / payment 1)

File name Z:\datoteke za test{Test.HRD
[1- logical file : |
‘Ordering party [ Pariner Bank code Account no. Value Date [ Details | Amount Reference
of payment
1. payment :
TEST DO, 2330003 1000000002 21.05.2008 0,01 20090521000001
56 SPLITSKA BANKA 2330003 1000000013

File reference 2009052125
Total Amouni 3 0,01

Picture 54
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FC module— HRF

Entering individual orders

Payment order is to be filled out as shown in the picture 55 and described in table 3. When
entering data you can not use letters with diacritical characters and some special characters
(i.e. CCDZ;:,).

If you have entered information about Ordering party (page 22), fields in the
Administration menu related to Ordering party are filled out automatically. The following
table describes only those fields that are not completed automatically.

Upon entering all relevant data, click button in order to save the entered
information. Button == I closes currently active entering form and returns you to the
previous screen.

Upon clicking =s-= | button, the screen shows the payment order containing all entered

details and possibilitiés'of signing (if you are authorized to sign the order) the payment order.
The answer, offered by TOKEN or your password for SmartCard signing, must be entered in
the field *’Signature’’.

Field How to complete the fields

Date It refers to the currency date (order
performance). It is being filled out by entering
a date or clicking &8 icon, which opens a
calendar for date selection.

Payment instrument Payment instrument can be Paymentorder.
This field is filled out by choosing an item
from the pull-down menu.

Currency This field is filled out by clicking &8 icon and
withdrawing currency from the database.

Amount Enter the payment amount.

Beneficiaryname You can enter a beneficiary name or withdraw

it from the beneficiary database. If you wish
to withdraw it from the database, click E»
icon near the field Name and choose a
beneficiary name from the window.

Beneficiaryaddress Enter beneficiary address.

Beneficiary city You can enter beneficiary city. The field is
being filled out automatically if you choose a
beneficiary from the database.

Beneficiary country This field is filled out by clicking &» icon and
withdrawing country code.
Account number You can enter beneficiary account number; if

it is an IBAN account, you need to check box
IBAN account.

Foreign Entity This field is being filled out by choosing an
item form the pull-down menu.
SWIFT Enter SWIFT or BIC number of the bank in

which beneficiary has an account.
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Bank name

If the field SWIFT is not filled out, then you
must fill out the field bank nameand if the
field SWIFT is filled out, then this field
represents an optional field. Enter full name of
the bank in which beneficiary has an account.

Bank address

Enter Bank address.

Bank city

If the field SWIFT is not filled out, then this
an obligatory field. Enter the city of the bank
in which beneficiary has an account.

Bank country

This field is filled out by clicking &» icon and
withdrawing country code.

Savebeneficiarydata

Tick off this field if you wish to save
beneficiray in the database.

Bank expenses

This field is being filled out by choosing an
item from the pull-down menu.

Payment details

Enter data on the invoice number to which the
payment is being made.

Payment basis

This field is filled out by clicking &8 icon or
by direct entering of payment basis. If it is
necessary to enter several payment bases in
one order (specification), you must enter 999,

Creditregistration

It is being filled out by direct entering of loan
registration, if FC payment order is based on a
loan. If it is necessary to enter several loan
registrations in one order, you must enter
99999999

Contractbook Enter contract number from the control book.
Year Enter contract year from the control book.
Specifications If you have filled out Basis of Payment by

entering number 9, it is necessary to click g
button below the Specificationtext.

Commssion/Bank/Account no.

This field is filled out by clicking 8 icon

CommissionAmount

This is an optional field and the fee amount
can be entered. Do not fill the field.

Type of cover

This field is being filled out by choosing an
item from the pull-down menu.

Bank/Account number

This field is being filled out by clicking E»
icon and withdrawing account number for
payment order coverage.

Coveraccounts

If for the coverage you must use more than
one account, it is necessary to clock g3 button
before Cover accountstext.

Table 3 —filling out orders
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Order processing

Date 30.08.2011 -~

Ordering party information
Name

Street

City

Statistical ID

Client ID

Order no.

Cost of foreign trade job
Currency / Amount
Beneficiary information

Name

Street

City

Account no.
ForeignEnkity

SWIFT

&Bankdata

Bank address

Bank town

Payment information

Bank expenses

Details of payment

Instructions

Code and no. of securities

Commission

Type of Commission
Bank / Account no.
Cover Information
Type of cover

Bank / Account no.

Coverage remark

Regarding signing procedure, please

[rest 2 ]

[rest

[resT

I =
EUR B3 [10.00
[paRTHER B

[0 Luno

NLESBOTKO0E25600005

1 legal entity -

IFEE-: shared between ordering party and t&rEfICIEV’:LI

[irvvsice 22:2011

Basis of payment
2 ]

Credit registration Contract book

&l

[ 1000oooaoz HRK | IEB

Picture 55

read the instruction Working with

SPLITSKA
BANKA

SOCIETE CENERALE CROUP

5G Splitska banka d.d.
21000 Split, Rudera Boskovica 16
MB: 3129241

Racun: 2330003- 1000000013

Payment instrument

™ Save ordering party data

Country 528 [ED NETHERLANDS

[ 1BAN account

Country f2e ED NETHERLANDS

~ | Save Beneficiary data

Contract year Specifications

Amount 000

E=] Cover accounts

Vasco TOKEN

(page 5) or Working with SmartCard (page 14) at the beginning of these instructions.
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Entering of individual payment order for buying/selling foreign currency - FX
transaction

Through SmartOffice application it is possible to send payment order for:

e Buying foreign currency — to debit regular account-HRK and to credit regular
foreign account in the Bank

e Selling foreign currency— to debit regular foreign account and to credit regular
account-HRK in the Bank,

e Currency conversion- to debit regular foreign account in currency 1 and to credit
regular foreign account in currency 2 in the Bank

It is possible to give an instruction to debit several accounts, either foreign accounts or foreign
and HRK account.

In order to arrange the exchange rate for transactions above the equivalent of HRK 75.000,00,
please contact your Relationship manager, before sending FX transaction via SmartOffice
application.

The procedure for filling the fields is the same to the procedure of filling individual (single)
payment orders (page 34), with consideration of the instructions of how to fill in the fields
described in Table 4.

Field How to complete the fields

Date It refers to the currency date (execution date). It is
being filled out by entering a date or clicking E»
icon, which opens a calendar for date selection.
Execution date must be current date.

Name, street, town, registratio| The data can be entered manually or clicking icon
number and client ID - | gm near the field Name to access the Ordering party
Ordering party database, and click on the wanted record for
takeover of data from the database.

Cost of foreign trade job Do not fill this field.

Payment instrument Do not fill this field.

Currency This field is filled out by clicking #&» icon and
withdrawing currency from the database.

Amount Enter the amount for buying/selling.

Beneficiary name You can enter a beneficiary name or withdraw it

from the beneficiary database. If you wish to
withdraw it from the database, click E®8 icon near
the field Name and choose a beneficiary name
from the window. The beneficiary name must be
identical to the Ordering party name.

Beneficiary address Enter beneficiary address.
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Beneficiary dty

You can enter beneficiary city. The field is being
filled out automatically if you choose a beneficiary
from the database.

Beneficiary country

This field is filled out by clicking #&» icon and
withdrawing country code. Always choose country
code for Croatia — 191.

Account number

You can enter beneficiary account number; if it is
an IBAN account, you need to check box IBAN
account. The recommendation is to enter the Bank
form of the account number e.g. 20000000006.

Foreign Entity

This field is being filled out by choosing an item
form the pull-down menu.

SWIFT

The SWIFT is always SOGEHR22!

Bank name

The name of the Bank is always SOCIETE
GENERALE - SPLITSKA BANKA DD

Bank address

Enter Bank address — R. BOSKOVICA 16.

Bank city

Enter Bank city - SPLIT

Bank country

This field is filled out by clicking #&» icon and
withdrawing country code. Always choose country
code for Croatia — 191.

Save beneficiary data

Tick off this field if you wish to save beneficiary in
the database.

Bank expenses

There are no costs.

Payment details

Enter: Conversion into the currency of the credit
account.

Payment basis

Do not fill this field.

Credit registration

Do not fill this field.

Contract book

Do not fill this field.

Year

Do not fill this field.

Specificatons

Do not fill this field.

Code and no. of securities

Do not fill this field.

Commission /Bank/Account
no.

Do not fill this field.

Commission/Amount

Do not fill this field.

Type of cover

This field is being filled out by choosing an item
from the pull-down menu.

Bank/Account number

This field is being filled out by clicking &» icon
and withdrawing account number for payment order
coverage.

Cover accounts

If for the coverage you must use more than one
account, it is necessary to click g3 button before
Cover accountstext.

Table 4
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The examples of fulfilling the FX transactions
1. To debit regular HRK account and to credit regular foreign account in the Bank

SPLITSKA
BANKA
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igation

W Payments

Croatian domestic

Croatian foreign
Payments
Batchas
Standing arders

Templates
File uplozd

Hold / Rework

Tracking / Tracing

Authorise

Reparting

Administration

Messages

AN AN

Sign uploaded
payment files

Payments - Croatian foreig

Submit =

Order processing

el

Date 05072011 1

Ordering party information
Name

Street
City

Statistical ID

Client 1D

Order no.

Cost of foreign trade job
Currency [ Amount

Beneficiary information

Hame

Street

City.

Account no.
ForeignEntity
SWIFT

Bank data

Bank address

Bank town

Payment information

Bank expenses

Details of payment

Instructions

Code and no. of securities

Commission

Type of Commission
Bank / Account no.
Cover Information
Type of cover
Bank / Account no.

Coverage remark

[cLent

[strest

|E
B
[oriorosomnont |

[
EUR BB [100,00

[cuent

[strest 1

[srL
[eooooooooss |

s to debit ordering party

version - to credit EUR account

Basis of payment

Credit registration

Contract book

—

Kuna

Kuna i

220002 | [1000000000

HRK

|2

SG Splitska banka d.d.
21000 Split, Rudera Bogkovica 16
MB: 3129241

Ratun: 2330003- 1000000013

Payment instrument

I” Save ordering party data

Country

™ 18AN account

Country

191 ED croaTIA

191 ED CROATIA

Do not save | Save Beneficiary data

Contract year

Amount |000

E2) Cover accounts

Specifications
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2. To debit regular foreign account and to credit regular HRK account in the Bank
2.1. An example when the order currency is HRK

Wl Payments

Croatian domestic

Croatian foreign
Payments
Batches
Standing ordars

Templatss
File upload

Hold / Rewark

Tracking / Tracing

Authorise

Reporting
Administration
Messages

Sign uploaded
payment filas

0L

Order processing

Date 05.07.2011 =

Ordering party information
Name

Street
ity

Statistical ID

Client ID

Order no.

Cost of foreign trade job
Currency | Amount

Beneficiary information
Name

Street
City

Account no.
ForeignEntity
SWIFT

Bank data

Bank address

Bank town

&

Payment information
Bank expenses

Details of payment

Instructions

Code and no. of securities

Commission

Type of Commission

Bank / Account no.

Cover Information

Type of cover
Bank / Account no.

(Coverage remark

Bank / Account no. [ Currency

[eLenT

[street 1

[spum

[EEE
[EE
[eotiorozoooonr |

[
HRK 700,00

[oLenT

[atrest 1

[srL

|HI\ fees to debit ordering party

|Dcn.sr3icn - to credit HRK account

Basis of payment

Credit registration

Contract book

[ =
—

Kuna

Foreign curres

2330003

1000000000

B : ]

330003 [ 1000000000

|2
[
= |
[ [
I |

Ordering Party accounts

56 Splitska banka d.d.
21000 Split, Rudera Bokovica 16
MB: 3129241

Raun: 2330003- 1000000013

Payment instrument

[ save ordering party data

Country

181 ED croATIA

™ 18AN account

Country 191 [ CROATIA

Do not save | Save Beneficiary data

Contract year Specifications

Amount [000

—p B2 Cover accounts

Amount / Currency

700,00 [HRK

Amount / Currency

T ®©
E——
= T ®©
E——
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2.2. An example when the order currency is EUR

|socete Generale - Splitska banka d.d. B T ——

W Payments

Croatian domestic

Croatian foreign
Payments
Batches
Standing orders

Templztes
Fils upload

Hold / Revork

Tracking [ Tracing

Authoriss

Reporting

Administration

Messages.

LU O 4

Sign uplaaded
payment files

Order processing

Date

Hame
Street

City

Statistical ID

Client ID

Order no.

Cost of foreign trade job

Currency [ Amount

Beneficiary information
Name

Street

City

Account no.
ForeignEntity
SWIFT

Bank data

Bank address

Bank town

Payment information

Bank expenses

Details of payment

Instructions

Code and no. of securities

Commission

Type of Commission
Bank / Account no.
(Cover Information
Type of cover

Bank / Account no.

Coverage remark

20102011 -

Ordering party information

[recuent B 5G Splitska banka d.d.
[utica bt 21000 Split, Rudera Boskovica 16
[erim 1MB: 3129241

01102270 Ratun: 2330003- 1000000013
Jz0000000
2011019000001

Eur B3 [10000 ™ Save ordering party data

| (N 2]

[

Jutica bb

[seum Country 191 HRVATSKA

20000000005 ™ 1AM account
1 legal entity -
[S0GEHRZZ ]

I Country 191 D CROATIA

Do not save ~ | Save Beneficiary data

| Fess sharsd between ordering party and beneficiary |

ICCIH‘.:’ERS\GH - TO CREDIT HRK ACOUNT

Basis of payment Credit registration Contract book Contract year

Kuna Amount (0,00

Foreign curre

| S T ER | ED E Cover accounts

51| Payment instrument -

Specifications
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3. To debit regular foreign account-currencyl and to credit regular foreign account-currency?2

in the Bank

Navigation Payments - Croatian foreig

I =

Wl Payments Order processing
Croatian domestic Date
(Croatian foreign
Payments Ordering party information
Hame
Batches
Standing orders Street
Templates Gity
File upload Statistical ID
Client 1D
Hold / Rework
Order no.
Tracking / Tracing
Authorise (Cost of foreign trade job
Currency / Amount
W seportog Beneficiary information
W Adninistration Name
-
Street
g Sign uploaded
payment files city
Account no..
_ e Ty
SWIFT
Bank data
Bank address

[:{eanktown

Payment information

Bank expenses

Details of payment

Instructions

Code and no. of securities

Commission

Type of Commission

Bank / Account no.

Cover Information

Type of cover
Bank / Account no.

Coverage remark

Bank / Account no. / Currency

vs.07.2011 =2

[erent
[street 1

| B
oooooss |
[zotm070s000001

[ I |
usp | Em [co00n
Jeent 2]

[strest 1

[seum

[zooooooo007 |
[
[
[

Basis of payment
B

—

Credit registration Contract book

Kuna

Foreign curre

y with conversion ¥

330003 1000000000

[2

Ordering Party accounts

[110000s943

5 Splitska banka d.d.
21000 Split, Rudera Bogkovica 16
1MB: 3129241

Racun: 2330003- 1000000013

Payment instrument

[ save ordering party data

Country

181 ED CrROATIA

™ 18AN account

Country 151 B CROATIA

Do not save ~ | save Beneficiary data

Contract year Specifications

Amount |000

— 5] Cover accounts

Amount { Currency

500,00 UsD

Amount / Currency

= T ®©
E——
.
E——
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Entering order group -batch
Payment order has to be filled out as shown in the picture 56 and described in table 5:

Batch processing
Date [i70620m 2

General | informal tion

Description pavear
Address data Ordering Party
Name ! -} Bank / Account no. 2230002 [ioezze @
Street e
city L
Statistical ID ooz
2348678

Client 1D

Picture 56

If you have entered information about Ordering party (page 22), fields in the
Administration menu related to Ordering party are filled out automatically. The following
table describes only those fields that are not completed automatically.

Field How to fill out fields
Date It refers to the currency date (order group performance).
It is being filled out by entering a date or clicking E»
icon, which opens a calendar for date selection.
Name of the group Enter a recognizable name that will enable you to
recognize what kind of payment orders are contained
within a particular group.

Table 5 — Filling out Batch order, HRF

Upon entering all relevant data, click button in order to save the entered
information. Button ==__ | closes currently active entering form and returns you to the
previous screen. Upon clicking the =: I button, screen shows the form for filling out
group of orders (picture 57).

For adding new order, click NeW By or | rewfem=msz= hytton. If you clicked === 1

the screen shows the form for payment order entering (picture 58). Filling out procedure is
identical to the procedure of filling out individual payment orders. However, it is not possible
to enter or change information about Ordering party and execution date. If you

clicked M= ™r=ra== | the screen shows previously saved templates. Click the bold account
number on the selected template, and screen will show the form of payment order with the
data loaded form the template. Upon entering all relevant data, click =i button in
order to save the entered information. Button === | closes currently active entering
form and returns you to the previous screen.

Upon clicking === __|button, the screen shows the payment order containing all entered
data. In order to proceed, click === [ hytton.

For adding new orders, repeat the previously described procedure.

If you have finished adding new payment orders to the group, click._®=====_1 and then
click —= ' button for order performance.

Authorization procedure depends on the type of chosen authorization device (Token or
SmartCard).
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For signing procedure, please read the instruction Working with Vasco TOKEN (page 5) or
Working with SmartCard (page 14) at the beginning of these instructions.

Submiz | Carcal |

Batch processing
Date 20.08.2011 2

General information
Description I_ES_ BATCH

Address data Ordering Party

Hame [TesT doo 0
Street [strest

City [soit

Statistical ID [osomonoz

Client ID 12345678

Picture 57

sie | ——

Customer Reference Execution date Status

00000003 110315105562522 30.06.2011 Uncompleted batch
Ordering party

TEST doo

Street 1

Split

Statistical ID Client ID

05000002 12345678

Bank

5G Splitska banka d.d.

21000 Split, Rudera Boskovica 16
MB: 3129241

Racun: 2330003- 1000000013

Order no. [20110630000001

Cost of foreign trade job

Currency | Amount EUR B |1n 00

Beneficiary information

;I Payment instrument I‘\U payment order hd

Name I_sat_EH B
I
Street |
Gity IBaden Country ITEE D SWITZERLAND

Account no. CHEEETE01001000230001 ¥ 1BAN account
ForeignEntity 1 legal entity hd

SWIFT CRESCHZZS4A B

Picture 58
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Template creating

Procedure related to filling out order template is identical to the procedure of individual order
entering. The screen shows the form for payment order entering (picture 59).

The necessary fields must be filled out according to the instructions for filing out individual
orders. Upon entering all relevant data, click === ___| button in order to save the entered

information. Button __===___| closes currently active entering form and returns you to the
previous screen.

"
General information
Description

[resttemplate

Order processing

oz )
Ordering party information
Name [resT B 5G Splitska banka d.d.
Street I_ES_ 21000 Split, Rudera Boskovica 16
City [resT MB: 3129241
Statistical ID ooz Raéun: 2330003- 1000000013
Client ID 20042335
Order no. [2orroszoon000r |
Cost of foreign trade job | LI Payment instrument lﬁ
Currency / Amount W 2 ] l:::— [™ save ordering party data
Beneficiary information
Name [Test 0

I
Street |‘e-;:
City |iano Country lﬂ&:— ) ALy
Account no. I 1BAN account
ForeignEntity
SWIFT

Picture 59

In order to create a new order using the existing templates, click :: icon (picture 60).

Pay

&

New En, Crezoe POF Frint Page

Ordering party account \ Registration | Value date |
Beneficiary account | Beneficiary name | Reference |
Details

SOGEHR22 - 1007868601
P

Label \ Status
Amount | Action

ow

Picture 60

Upload HRF file

This function enables you to upload HRF payment file created in your financial application or
through the use of MultiCash Classic application.

Click ,,Browse..ibutton for activating Windows Explorer window in which you can find a
file you wish to send.

[

Upon clicking === __| button, the screen shows the list of payment orders with the
possibility of signing (if you are authorized to sign the order) the payment order.

For signing procedure, please read the instruction Working with Vasco TOKEN (page 5) or
Working with SmartCard (page 14) at the beginning of these instructions.
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Tracking/Tracing for —payment orders

This function enables you to monitor the status and search for payment orders. By clicking on
the menu Tracking/Tracing, the screen shows the searching form (picture 61). Fill out the
search criteria. The order display is more precise if you enter more criteria.

Upon criteria entering, click === _| putton. The screen shows a table with orders
displayed according to your criteria.

In the table, you can check the order status, and if the order has not been sent to the Bank, you
can perform several of the available actions. By clicking the icon on the right side of the table,

it is possible to edit, delete, block or sign a payment order.

Format Type Status User

B =l [ Al entries =l Al entries - Alusers
Debit account Bank Containing text

I I ! I

Date from Date to

[ = [ =

Submic | ResecFom |

Picture 61

If you click on the account number (bold letters), a window, containing a detailed overview of
the payment order, will open in the table.

The further overview, depending on the order status, enables you to perform additional
actions related to the displayed payment order (picture 62).

Customer Reference Execution date Status Signatures
EIEIDIJPEIEIS 11063010373844 30.06.2011 Part, Auth Oof1

User
Registration 50000303
Last change 50000303
Ordering party information
. \TESTDD
Street Paljitka cesta 35
City split
Statistical ID 03141390
Beneficiary information

Name DRZAVNI PRORACUN RH

Street
City ZAGREB

Payment information

Purpose Text

Date
30.06,2011
30.06.2011

Bank / Account no.
Debit information no.

Client TD

Bank / Account no.

Credit information no.

Purpose Code
Statistical data
Amount (HRK)
Priority

Picture 62

Time

10:37

10:37

2330003 1000000002

12345678

1001005 1700035001

64 5002-43167-94293127746

0,01
Normal payment
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Payment order authorization

Payment order authorization function is used for displaying orders waiting to be signed
(picture 63). The table enables you to see the order status and to perform some of the
available actions. By clicking the icon on the right side of the table, it is possible to edit,
delete, block or sign a payment order.

Paymen

CeztepOF | Print Page |

Single orders
Ordering party account | Registration \ Value date \ Laﬂ{ Status
Beneficiary account | Beneficiary name | Reference | Amount Action

Details

SOGEHR22 - 112345673312 30.06.

BOTKNL2XXXX - NLBSBOTKOS35600005 PARTNER 10,00 EUR.

06,2011 30.06.2011 Part, Auth
Ome.4

SOGEHR:

12345675912 30.06.2011 30.06.2011 Part, Auth
0 DRIAVNI PRORACUN RH 0,01 HRK e

Picture 63

Reports

This chapter contains the following parts:
A Statement View
Preposted Items View (turnover during the current day and current account balances)
Order status
Transactions
Downloads

> > > >

Statement overview

Use this function if you wish to check the balance of all accounts for
_ which you have an authorization.
In the menu, click Reports, and then Statement View upon which
the main window will display a table of all available accounts

v ol showing the closing balance of the last received statement (picture
atement View 64)-

Order Status

iﬂ Payments

© Transactions For more detailed display of the balance of each individual account,
<> Dounlosds click on the desired account (bold), and for printing the balance of all
available accounts, Pr= | putton. If you wish to create a file in
Adobe Reader format (PDF), click ===/ __| button.
por | e |
= e T - T
Picture 64
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Detailed overview of the account balance consists of a table displaying all bookings sorted out
according to date and statement number. In the end of the table, you can find the following
information: opening balance, Debit sum and Credit sum and closing balance (picture 65).

The main window, above the table, contains field number/date of statement and account
whose details you wish to display.

The button _===2===_|returns you to the table displaying balance of all your accounts.

In order to print the statement, click === __| button or __===f>= | putton, if you wish to
create a file in Adobe Reader format (PDF).

Date [ No. Account number Giro account TBAN Account Class Account Holder

03.10.2011 27 7] s0GERRzz 12345678912 7] 2330003 - 1000000002 | [R322320008 10p0000002 Currentaccount | |TEST DDV

Transactions

Ordering Party | Beneficiary
Account | Details

Ho.

. |OBRACUMATA KAMATA DO 30/08/11

Opening balance
Sum Credit
Sum Debit
Closing Balance

Picture 65

In the field number/date you can choose preposted items(if available), with the data of
turnover during the current day.

Preposted Items View f{urnover during the current day and current

account balance¥

In the menu, click Reports, and then Statement View upon which the main window will
display a table of all available accounts (picture 66). For a detailed overview of the account
mouse click on the desired account number (bold). Preposted items will be displayed in field
number/date, if the data of the turnover of the current day are available.

Date | No. Account number Giro account TIBAN Account Class Account Holder

Preposted ftems ¥ 20GERRz22 1248672 7] 2220002 - 1000000002 [rre222z20002 1nAnnANAN? Currentaccount | [ TESTD.D

Preposted Items

327,67

Sum Credit 327,67
Sum Debit 0,00
Available Balance 154,260,33

Picture 66
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Order status

Use this function if you wish to monitor the status of your payment orders.

Upon clicking on Order status, in the Reports menu, the main frame displays choosing form
enabling you to set different search criteria in order to find desired information (picture 67):

A According to the type of session

A According to account number

A According to content stated in the payment description

A According to date (defining from/to date)

A Display of orders created by the currently registered user
Click ===___| button, if you wish to save criteria for displaying searched information or
click —f====__| putton, if you wish to delete currently entered criteria.
For displaying all orders (without criteria) click —====__| button.

Session Type A ~
Accoun t / Bank | 71 =5
Text containing |
Date (from/to) [ =» [ | =»
Show only orders sent by -
current user
-— | Resst Form
Picture 67

Transactions

Use this function if you wish to monitor individual transactions related to account statements.

Upon clicking on Order status, in the Reports menu, the main frame displays choosing form
enabling you to set different search criteria in order to find desired information (picture 68):

According to account number opened in the Bank
According to content stated in the payment description
According to booking/currency date

According to date (defining from/to date)

With or without displaying announced payments

cC oo

Click ==~=___| button, if you wish to save criteria for displaying searched information or
click —_f====__| putton, if you wish to delete currently entered criteria.

Text containing I

Date

Date (from/to) [ ad! =

Preposted Items Hide ¥

Picture 68
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Downloads

Use this function if you wish to take over files — statements, MT940 format, prepared by the
Bank.

Upon clicking on the Downloads in the Reports menu, the main frame displays a choosing
form enabling you to set criteria for taking over information.

Click gm button if you wish to display calendar and choose an appropriate date. It is necessary
to fill out fields from; to (picture 69).

Click === __| button, upon which the main frame displays table containing all files
related to your query with displayed sending dates. For taking over the file, click on the
sending date (bold) (picture 70). The screen will display a dialogue in which you can choose
whether you wish the file to be displayed. If you wish to save the file, click* * S abutten. ’

If you wish to delete entered criteria, click ===~ | button.

Session Type Delivery Date from to

I Statements = I 2 ]

Mo Tu We Th Fr Sa Su

1 2 3 a4
5 6 7 8 9 10 11 ."'_1
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30

Today

Picture 69

Session Type Delivery Date from to

Statements VI

] Delivery Date Time I Description
23.04.2010

Click here to download all of the above items as one file

Picture 70
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Messages

This chapter contains the following parts:
A overview and maintenance of received messages
A overview and maintenance of sent messages

A writing and sending new messages

Design of the form of the main frame for working with messages is identical for received and
sent messages. The screen shows a table with all received/sent messages and basic
information: status, title, date and time (picture 71). In order to read the message, click
icon or m icon for deleting messages.

[State [Subject [Date [Time |
1. new 23/04/2010 23.04.2010 10:06:40 oW

Picture 71

For writing and sending new messages, click on Create messagen the Messagesnenu. The
screen shows the form for entering new messages, in which you need to write title and content
(picture 72). Click ,,.Browse..:‘button in order to activate Windows Explorer window in which
you choose a file you wish to send as an attachment to the message.

Click ===:___| putton. The screen shows the field in which you must enter the OTP (one

time password). For sending messages, click —=__ button. For signing procedure,
please read the instruction Working with VVasco TOKEN (page 5) or Working with
SmartCard (page 14) at the beginning of these instructions.

Please be informed that you can send us messages with max. 1024 characters, In addition you can include an attachment.

Message

Subject ITE-_'-C message
This is test message
Message
Regards
[
Attachment Z:\027C6D00.tif Browse... |

Picture 72
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